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89 characters of base-11?!
Mobile networking in rural Ethiopia!

http://benkuhn.net


Context: Wave
Mobile money

Ethiopia, 2016: 34% of adults 
are banked 

wave: deposit/withdraw at 
local shops, send via an app 

"uber for bank tellers" 

Plus cute penguin mascot



Problem 1
Remote villages

users in rural areas 

state-owned monopoly telecom 

=> network is 😭 



Solution 1
SMS fallback

yup 

really 

encoding in base64 

log_2(64) = 6 bits per char 

151 chars base64 = 906 bits = 
113.25 bytes



"Just use Twilio!"
HA HA HA

😢



"data center"
Data center time!



Failover
Highly available.



Stuff is slow

even in cities 

ping takes 5 sec 

app takes 30 sec 

what gives?!

Problem 2



Standard protocol stack
Alphabet soup time!

IP: "try to send a blob of data to 
Abdikadir" 

TCP: "reliably send + receive a stream 
from Abdikadir" 

TLS: "make sure only the real Abdikadir 
can read my stream" 

HTTP: "get the object at https://
abdikadir.com/a/path" 

(or anything else with request / 
response)

(fig. 1: a stack of unshaved yaks)



Roundtrips!
More protocols, more problems

TCP handshake = 1 roundtrips 

TLS handshake = 2 roundtrips 

HTTP = 1 last roundtrip

╔═══════════╗              ╔═══════════╗  
║    Ben    ║              ║ Abdikadir ║  
╚═════╦═════╝              ╚═════╦═════╝  
      ╳                          │ ──┐    
      │╲───────────SYN──────────╲│   │    
      │    "let's do some TCP"   ▼   │    
      │                          ╳  one   
      │╱─────────SYNACK─────────╱│   │    
      ▼     "OK let's do it"     │   │    
      │                          │ ──┘    
      ╳                          │ ──┐    
      │╲────────ACK "OK"────────╲│   │    
      ╳                          ▼   │    
      │╲───────ClientHello──────╲│   │    
      │    "let's do some TLS"   ▼  two   
      │                          ╳   │    
      │╱───ServerCertificate────╱│   │    
      ▼  "proof I'm Abdikadir"   │   │    
      │                          │ ──┘    
      ╳                          │ ──┐    
      │╲────ClientKeyExchange───╲│   │    
      │   "here's a secret key"  ▼   │    
      │                          ╳ three  
      │╱────────Finished────────╱│   │    
      ▼ "Yay we're secret now!"  │   │    
      │                          │ ──┘    
      ╳                          │ ──┐    
      │╲──POST /send/ HTTP/1.1──╲│   │    
      │     "Send some money"    ▼  four  
      │                          ╳   │    
      │╱─────────200 OK─────────╱│   │    
      ▼       "It worked!"       │ ──┘    
      ●                          ●       



A slimmer protocol

talking to single, pre-known server 
  -> no need for key exchange 
  -> no cipher suite negotiation 

all our data fits in 1 packet 
  -> no streams



UDP!
U is for Unreliable

thin wrapper around IP 

packets might get dropped 😱

╔═══════════╗              ╔═══════════╗ 
║    Ben    ║              ║ Abdikadir ║ 
╚═════╦═════╝              ╚═════╦═════╝ 
      ╳                          │       
      │╲────"send some money"───╲│       
      │     (encrypted etc.)     ▼       
      │                          ╳       
      │╱──────"It worked!"──────╱│       
      ▼                          │       
      │                          │       
      ●                          ●       

                   --- 

╔═══════════╗              ╔═══════════╗ 
║    Ben    ║              ║ Abdikadir ║ 
╚═════╦═════╝              ╚═════╦═════╝ 
      ╳                          │       
      │╲────"send some money"───╲│       
      │     (encrypted etc.)     ▼       
      │                          │       
      │       "It worked!"       │       
      │   XX NETWORK FAILURE XX──┤       
      │                          │       
      ●                          ●      



Just UDP Harder

╔═══════════╗              ╔═══════════╗ 
║    Ben    ║              ║ Abdikadir ║ 
╚═════╦═════╝              ╚═════╦═════╝ 
      ╳                          │       
      │╲────"send some money"───╲│       
      ╳                          ▼       
      │╲────did you get this?───╲│       
      ╳                          ▼       
      │╲────────did you?────────╲│       
      ╳                          ▼       
      │╲────────did you?────────╲│       
      │                          ▼       
      │                          │       
      │                          ╳       
      │╱─────────"Okay!"────────╱│       
      ▼                          ╳       
      │╱─────────"okay"─────────╱│       
      ▼                          ╳       
      │╱─────────"OKAY"─────────╱│       
      ▼                          ╳       
      │╱────"OKAY OKAY OKAY"────╱│       
      ▼                          │       
      │                          │       
      ●                          ●      



Problem 3
No internet in city center 🤦



Solution 3
USSD!

used for things like entering airtime 
scratch-cards 

dial some wacky looking digits+symbols 
like *966*<scratchcard number># 

get a synchronous response "your phone 
has been topped up!" 

it's how telcos get paid so it tends to 
be reliable and fast 😀



Problem 3a: message size
Yup it's even worse than SMS

Dial string limited to 98 chars 

Encode bits in [0-9]+ by converting to 
int 

log2(10) = 3.32 bits/digit -> 295 bits 
= 36.875 bytes 

yikes!



iOS devs, eat your heart out ❤

Android source diving



TelephonyManager.sendUssdRequest()



PhoneInterfaceManager.handleUssdRequest()



GsmCdmaPhone.handleUssdRequest()



PhoneNumberUtils.extractNetworkPortionAlt()



PhoneNumberUtils.isDialable()



dun dun dunnn

'*' splits up requests 

'#' ends the request 

'+' made requests fail, no one 
remembers why 😂 

but 'N' works!! 

log2(11) = 3.45 bits/char 
  -> 38 bytes 

2 extra bytes!! 🙌 🙌 🙌

The final alphabet

N🎉



🎉 🎊



Epilogue
I Can't Believe This Crap Is Still In Prod

no ussd--requires separate deals w/ each telco 
no sms--in Senegal, internet is "good enough" 
still use UDP, but excited to replace it with HTTP/3 (aka "QUIC")



Thanks for listening ❤

benkuhn.net/base11/ - @benskuhn

Thanks for listening ❤

Ben Abeba Scottish restaurant, Lalibela, Ethiopia


